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StSPC&X Bt THE U6C1B COQSBmTOR TO 
TBS tmiTBD STATES CQVKDNICATIOXS BOARD 

on 

MEASDHES FOR IBCRSASBD 8ECUBIIT OF COlOfUBlCATIOB IHTEUilGSirCS 



>1- V- f 



TBS FROBtEU 






1« What additional nsasure* ahould be taken to protoot ^(^'preeont yf/t/ A/rex' 
COKIBT e^nriT^mtl (f)iininh m« 4 U>wreea 'aa agy Iwr T B rp etf t o d -aoaa. ■ to yield. 
ytta A infMm tAenf|(^\^ 

FACTS BSiRina DPOB THE PROBlElf ABD DISOtJSSZOH 
t* As set forth in Faragrapha l»ll in the ^nolesure* 

COBCU7SIOB8 

9. It i« oenoXuded thati 

a* A roviov of the entire problem of the seourity of preient 
COUIIT eouroea lo aarranted in the light of the preaent situation wherein 
there appears bo bo a gradual leasoning of seourity In the fao^jof a moro 
pressing need thex^fer. 

b, fh e *T p oae lbl llty-t>f 
■trtn nf rfOdrr'hn 



I 








r In t h e ne b d tabwi fr'y utBf w » 
v^^i-'iryptw^ -sialeMi »-e 



InparatlTe that there be 



be no delay In tte {w««xaidjnAtiMi' dK present COMIBT . 
seourity measures and the- fonmmtlioA nid appl t ma^ l B p new or additional 



_ „ LIQAI 

^ ^ o o 

measures whloh may proTont a repetitlf^n of the losses suffered in the 




recent past. 



In ooimeotion with all high-level COHIBT problems^lt Is 



possible and it nay be advisable to institute seourity safeguards suoh ^ 

kol^ 

as i»re in force in oonnootlon with certain high-level COKIBT problems in 

World Whr II. Skk<^ 

If.- 'iiiTlJ’f 1 3SiitrriSfli''i] 
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KSCO10{EaR)A'!riO'RS 



4, It la raocBBiKmlod tt>ati 

U8CIB direct the BSCIB Security Committeo to nake tl» 
reTlw referred to la Per . end to aubott reooaaasndatlctta erialng fron 
n atudy baaed upon ocaalderatlon of Per^, 5b e#.5gtof the foregoins 
otmolusiozui* 

b The BSCIB Security Oossnalttee be dlreoted to aubait Ita 
report to tiSCIB not later than 16 >eee*d»»*H»60. 




a 



1 
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FACTS BEARIVa UFOV TBS FBOBIEM AND DISCUSSION 



!• Blzibe title end of World W«r II there hae been a continual 
IsproTsmeiit In the typoa of oryptosyeteoa eaployed by foreign gavemaionts 
and a ateady tli;htanini; of oosmmioAtlon eoeurlty praotioea^ aaklng the 
produotlon of COUNT A problea of oonatantly iboreaslng diffloultwir* 



N« In the faoe of the inoreatlng dlffloultlea In ite produotion* 
the deiaand for CGUIIIT haa beoone o'?en greater and the need for the pro- 
teetlon of all COUIT aouroea Inoreaaingly imperative. Not only la thla \ 
true aa regarda all oiurrent COMINT aouroea n but ee «uat anticipate even L 
greater neod| for the protootion of new aouroea. ^IM^^enampla 
^iiKj ceaul t--of~eeBeegtfmted^eft ^^ AF SA -atu>a<9j9da4>An. aolving. .oortain 
pj ypt oayateB».~''the-Jrultft theroof mere a owa. denied na because of -the wlth- 



drAwal firea~oaage - nf .a l l 



high-level aystema aeon after auoeeaa in 



t ^ pT " a crifat i on waarattained/--nnd we have xuor been xirtually out -oC.tP.uoh 
, with hi£> '-^«>■<^'*^ I rmm -f three- yeara ^ - If we should 

Jiagalauagntaot,aa^.then loje it aga in we are. Ii lm_ly-nte4>e dented^ddiiB 
tttal aUttrea,uf-d*telllgeni«ujror-W'«uoh^ta!t|?81r^pe^ ^ ^ 

a. The baalo eaaentlala for effective aeourliy contro l 
COUNT have finally been eatabliabed after yeara of effort and the 
aeourlty altuation haa been oonaiderably laprovod. 

b. There la a general appreoiation of the value of COUNT and 
the need for proteoting ita aouroeai and we now have the following 
meohanlama for bettor proteotiont 
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(l) k federal protoctlve lenr (Public Lair Ko« 513). 

(S) InproTed inveetlgatlTe mohinery. 

(5) An interdepartxiontal authority (XJSCIB) 

(i) A eiugle U.S« producer of hlgh-le-rel OOKlIiT (AFSA), 

(6) Common seouril^ atsndards- 

(6) fleourity agreemente vlth our foreign collaborators-. 

a* The part played by BSCIB In the foregoing inproToments in 
security Are notable. BSCXB DireotlTe Vo* 1^ approved on 16 Hovenber 
1948, »id revised as of 13 Cotober 1060, provides t 

"4. ••• The Board will perform such functions as may be 

ro 9 |[uired to aooompllsh its objective, but it will place 
pai^loular emphasis upon the following i 

* » * 

(o) Prescribing basio security standards and dis- 
semination policies to protect all ComunicatlonB 
Intelligence aotiTitles and sourees." 
b. The samo reference (Par* 12) establishes, among other 
standing committees, a Comraittee on Seoiurity with the following responsl- 
bilitles t 

"(T>) Security . Pomrulation of interdepartmental 
seourity and dissemination policies, and co- 
ordination of ether seourity matters under oognisanoe 
of USCIB." 




1 



ilftlim 



• « tfBCIB Slrootiw So. approvod on 14 Jasuazy 1949* and 
roTisod as of S5 Ootober 1950^ establlshss "Xnotrvtotlons for tho 
Ccmpartmentation of COMIHX infor9atiaa"« inoludin^ oertain "Preoautions 
in dlssealnatien and utilisation of rosulta*" 

As a conseq,uenoe of tho foregoing^ thore has boon Instltutod 
irithin AFSA itself a jijfatelyi systen of oompartoentation of probleas^ 

a fsatwe which militates against teohnloal effioienoy in COUZST produd* 
tlon but whieh is considered essential for secturlty. 

.|fl a. Scvertfaeless* the I7SCIB Coordinator Is beocqaing inoreasingly 
oonoemed orsr what appears to be a gradual lessening of the security of 



CGMIH7.S 



Although important 



and basic steps have been taken since the war to establish security on a 
firmer foundation^ other developments have occurred which have* to a 

f 

large extent* nullified the effects of our advanoes. 

b. Despite the maohanlsms and factors for better oontrol* It 
is not believed that the security situation has been improved to a degree 
whloh warrants brushing aside #all fear that current and future success 
on high-level problems may be nullified by leakage of information to the 
Grovernmonts vdiose oonisunications are now being or sw i MS fa bo success- 
fully attaoked. In fact* the basis for oontlnvuad apprehe^ions on this 
soore remains the same or even stronger than before* because of oertain 
new factors in tba COXIHT seourliy ploture. Among them are tho 



f ollcnrlng i 



(1) There has been a steady and substantial increase of 



both workers and consumers • Tho list of indootrinated consumers alone 
has risen from 694 in February 1947 to 1*552 in June 1950. In addition* 











thors hare b«*n Imumrable ip.'lrldualR brought into tfao frlogo of 
knoirledge for adminiotrative^ ou<l£etary> or other reasons* 

(8) Certain aisseialnatiaii safeguards have gradually been 
relaxed. Material j.s new distributed and maintained in a munber of areas 



In Washington ounoldo the producing agenoles, vhore It was noTer permitted 
before, ^foreoverj distribution has been authorised to additional agoiwloiih^ 
Restrictions on tho distribution of material to. and maintenance in« 
oooupied areas have also been eased. 

(3) The administratiTB. control, and budgetary machinery 
and procedures are suoh that large nuoibers of Individuals must be 
apprised of numerous details of COlilBT aotiTitids. (The large number of 

a 

ageuolas. offices, boards, and eommitteos ooneezned with the operation 

> 

^ and administration of COMIIIT aotlTities necessitates innumerable reports. 

Justifications, oto.* which are •very hazardous to security, the arrango*** 

^ ments go-vumlng the operation of CIA are much mors conducive to secrecy.; 
n (4) The dissemination of results is far too voluminous for 

^ safety. j^v. - 00& copies of COUIKX translations, representing some 

^ ^n 16.000 iudivldiml decrypted messages, were dtss e mlBa ' l^ In September. 

196u|^ The handling of the German problea^prored tliat COHINT can be 
effectlTSly used even with the most drastic restriotions on dissemination^ 

(g) There Is no over<>all authority to insure observance of 1 

i 

I CGUIST security regulations within offices of COUIST oonsuner agencies itl4. 

r 

' and organizations. Possibly too much individual authorily and dlsorotloiL 

^ jT yt arc left to individual oonsuner and producer agencies to insure uniform hc4^^kxuA 
^ application of adequate security measures. (The security control of 

I atomio ossrgy iafomation is more osnirallzed and rlgidjt CLr 

-w-BEem-- Jie&m M 



safety. 
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Sra^ pU a B a MUiilj/ by CSCIBd 

It la obvloua that under the fcregolns oondltlona the laira oC 
iiju dcwt^iwji, ii|jC0 K\ I rJT. Vv ^ d^uan 

probability are bound to operate ^t o l y di u ee InadTortent leakage of 

lttfornatlon> oTon thoxigh the quoation of loyalty nay not enter into the 

W»V^a4Ar 0>^ OTvlUiw 0 '|v4«m. ^ 



W 

wM 



5 fre Hs C\£aX€^ 

).# piotui'e at all* /Fhe omnoea for the leakage inoroaaea~in direot proportion -W 

X to tho nximber of peraana who are taken into the ploture a the ohenoee for ^\uSi 

^ ^ A 

. dooumonta Inoroaaea In direot proportion to the number of dooiaoenta '* 

A dlaaeninatedf -eatdTn tho C0UIS7 field, the loaa of a aingle dooumonta 

9 



acmotlmea regardleaa of ita apeoifie ooiitenta« 



have dlaaatroua eonse** 






quoncea^ /If tlie doounont aheuld fall into tho wrong hands it most 
certainly will be follonod by suoh oonaequonoes upon our COlflUT aotlvltlea* 

- , "\X^^ I -- - | . 

Dxiring World War II oertain special seourlty safeguards were 
aatabllahed In particular aegsionts of the German COWIlf problem. Actual 
experience with those aafeguarda amply demonstrated their feasibility and 
the praotlcabilily of operating successfully with an extremely limited 
number of operational personnel who had a real ”need-to>]mow”^and with 
the absolute mlnimxxm of diaaemlnatlon. That experienoe proved the 
pOBsibllliy of maintalnins the utmost seourlty under difficult olrcum- 
atamoe^and oonatltutes a oontradlction of tho Areqiiontly-heard contention 
that operational effectiveness of COUIST la inevitably defeated by too 
strict limitation of dlasemlnation to oonaunera* 



<W. It 

BOB whlo! 



is possible to safeguard GOUIHT by emplcying special dis> 



guiaep which will not handicap its usefulness axid which at the some tine 
will serve to hide the exact source from which it ooBtes. 



m-Mzi 

uiolli 
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• 6 * She latter po««lbllity, together with more rigid limltatioxul 
On diecdmlsatloii w»y be ssceeeary to iaaure ua agalxuit the dryisyg up of 
the souroea of this vital iuformatictti« 

l4l. a* In considering vdiat additional steps should be taken as 
soon as possible jit is oenvenlent to divide the vhole problem of CO]fl]IT 
security into four principal segments i 

(1) Seourity precautions applicable to all steps in 
the production of the Information^ 

(5) Forxaat of the final product (whether or not the 
source of the information# when it leaves the production 
agency# Is obvious). 

(6) Control of production of copies and their dls* 
semination to consumers* 

(4) Security precautions applioable to the operational 
use of C0UZ87. 

b* tlndor its charter USCIS prescribes basic securl'ty standards 
and dissemination policies and therefore It has oognisanoe of all four 
of the abenre-mentioned segments# < 

l|* a* The CSCIB Coordinator has^ Jurisdiction over only the first 
segment (Far. lla(l)) and has instituted within AF3A as rigid seourlty 
controls in the produoti.on of COIflVT iaformatioax at practicable under 
the neohantos of processing, Compartmentaticn has been espeolally rigid 
in respect to the processing of the principal high-level cryptosystems 
and it is doubtful whether further steps can be taken in that direction 
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toward Increased security* 



Tb» VSGIH Coordinator ha« no jurlsdlotion# howoTor* over 
the other throo oessconto of the problem and belle-vo* that it if to those 
areas « espeoialXy {t) and (S)^ that TJSCIB should ncnr direct its 
attention* 

0. The TJ3CIB SeoTurity Committee oould be dlrooted to study 
those segments of the problem and submit reoommondations as regards the 
greater security proteotion of ourrent as iiell as antieipated souroos 
of comirr* 
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